. L
#UpgradeYourSkms LY. | ID-Networkers
UpgradeYourlive Indonesian IT Expert Factory

L]

<Sharing >

Notra Lupra
bootcamp batch #1

Start With Us o



I Open Web Application Security Project(OWASP)

OWASP didirikan pada tahun 2001.
OWASP beroperasi dengan model "komunitas
terbuka"
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I OWASP Top 10

2017 2021
AD1:2017-Injection s P A01:2021-Broken Access Control
A02:2017-Broken Authentication 5 _:-:},::’_._--—‘3- A02:2021-Cryptographic Failures
AD3:2017-Sensitive Data Exposure e 3 A03:2021-Injection
A04:2017-XML External Entities (XXE) ,}f (New) A04:2021-Insecure Design
A05:2017-Broken Access Control = K“_‘: =5 AD5:2021-Security Misconfiguration
A06:2017-Security Misconfiguration . : xw..;- AD6:2021-Vulnerable and Outdated Components
AD7:2017-Cross-Site Scripting (XSS) f,ff"' = AD7:2021-ldentification and Authentication Failures
AD8:2017-Insecure Deserialization o " {Mew! A08:2021-5Software and Data Integrity Failures

A09:2017-Using Components with Known Vulnerabilities =

> AD9:2021-Security Logging and Monitoring Failures*
A10:2017-Insufficient Logging & Monitoring pm———

(New) A10:2021-Server-Side Request Forgery (SSRF)*

* From the Survey
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I Broken Acces Control A.K.A (BCA)

Broken Access Control

= e

&P 4™
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I Type of Broken acces Control

-

Administrator

e Horizontal
e vertical
 Forced Browsing
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I Simulation
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I Done.

Discussion Time
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